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In an ideal world, criminals should never be allowed to keep their illegally gained wealth, and everything possible should be done to combat terrorism.  We do not however necessarily live in an ideal world.  We live in a world that is framed by political interests, distinct organizational agendas, and disparities between the wealth and power of States and individuals.  “Common sense” answers
 are often anything but the most appropriate responses to complex issues. 

Specific to issues around money laundering and terrorism, two of the complicating factors are the integration between legitimate and the illegitimate processes, and the social definitions that those in power apply to specific problems and not to others. What is required is a serious and honest appraisal of the objectives and practicalities related to some of the policies that are presented as anti-money laundering and anti-terrorism strategies. 

In Chasing of Dirty and Dangerous Dollars 
we tried to dissect where policies have come from and which individuals or organizations have benefited the most from them.  Policies that spring from, and whirl through, the international non-state agencies (FATF, UN, IMF, OECD etc.) can be as compelling as domestic policies but in some cases far less ‘democratically’ accountable and conceivably less relevant to local conditions.  We have asked specific question:

· Do we know that going after the money is the most appropriate strategy—or are there more costs than gains? Simply stated, is it a realistic strategy in terms of impacting criminal conduct or terrorism to any significant degree?

· Are international organizations being set-up that resist being displaced due to the power and perks that come to their members, and will continue to come to them as long as there is a unquestioned belief in the efficacy of these international strategies?  

· Could perhaps a better use of our resources be to build up what appears to be decrepit community-based intelligence networks, better-resourced traditional police work, and the political-will to ‘problem-solve’ in some of the most troubled areas of our cities and within foreign jurisdictions?

Our hope was that answers to these questions might provide  ‘better’ strategies that conceivably would reduce our sense of insecurity and risk. Continuing to ‘do more of the same’—with more resources—with no proven results is not good business and is equally not good policy.  Reminiscent of the much quoted comment from the contract worker who said that he losses money on every job he takes, but that he makes up for it by accepting additional contracts—the deception comes from continuing to plow ahead without tallying the results. 

The same tactics now employed to combat money laundering and terror have been employed in the war on drugs and drug trafficking, and yet drug use, drug purity, and drug profits are all flourishing despite decades of this anti-drug ‘war-enforcement’ and over 15 years of increasing pressure on bankers to identify ‘suspicious transactions’ and integrated policing anti-money laundering policies that theoretically should lead law enforcement agents to drug barons
. The concern is not just with the lack of a ‘track-record’ of these appropriated strategies or with wasted resources but also the undeniable fact that some policies can make the problems worse.  The targeted ‘enemies’ might be quite different and require different approaches.  The various links between money laundering and terrorism must be scrutinized given the ethical implications for the human rights of those who fall within the radar of over-zealous agencies hunting for terrorist financiers. In addition to the futility or actual danger connected with certain policies and strategies is the lack of effort to fully understand the nature of the problem, or perhaps worse still might be a political preference for one specific ‘cure’ regardless of it’s merits.   

‘Global prohibition regimes’
 entail a combination of economic, and social interests, which are often packaged, in part, as moral interests.  Who among us would choose to support drug traffickers?  Who would value his/her own selfish rights to privacy over the need to stop terrorists from killing?  These are false questions, demanding responses that have little or no probability of preventing the dire consequences that are assumed to flow from a failure to act in a proscribed manner. This fraudulent appeal to morality was perhaps best exploited by President Bush.  To criticize US policy was to be anti-American, and in Bush’s terminology, you are ‘with us or with the terrorists’ 
.  In his address to the Congress, September 20, 2001, Bush launched what was to be a continuing series of ‘fear’ speeches which told the American people and the world that there was much to be afraid of—and the answer lay in amassing power and being able to destroy preemptedly whatever appeared to have the potential of being, or of becoming, a threat to the United States. It outlined a vision for a strong American leadership in the world, a leadership that would project America's power and influence in a fear-ridden world. US was of course not alone. In a speech given February 20 2006 at Kings College, London, Defence Secretary John Reid attacked opponents of the Iraq war for criticising human rights abuses by the British military and suggested that media outlets that reported on such abuses were aiding and abetting the terrorists. He stated, Britain’s enemy now is “unrecognisable from the past.” It is one:

“…which is entirely unconstrained by any law; …It is an enemy, unfettered by any sense of morality—indeed it is spurred on by a perverse perception of morality to achieve ever-greater extent of civilian carnage.”

Canada has not been immune to current or past foreign pressures—from the Canadian 1989 passing of Proceeds of Crime Legislation that in part was introduced in order to bring Canada into compliance with the United Nations Convention Against Illicit Traffic in Narcotic Drugs and Psychotropic Substances, to the 2000 Proceeds of Crime (Money Laundering) Act that brought Canada into line with the international community’s call, via the Financial Action Task Force, for mandatory reporting of financial transactions. In Canada, as with anti-money laundering provisions adopted in the late 1990s, the more recent amendments codified into law through the Proceeds of Crime (Money Laundering) and Terrorism Financing Act are a reflection in part of American enforcement priorities and approaches. Our geographical proximity makes us particularly open to harmonization arguments—‘harmonization’ is hardly the correct term since the process seldom involves compromises in policies, but rather the adoption of US policies. 

What’s New?

Money laundering is not new. What is new is the international preoccupation with the rhetoric of fighting laundering and terrorist financing. ‘Money laundering’ as a concept serves to conjure up images of tangible and nefarious criminal processes. The various dangers associated with money laundering can then be effectively communicated and sold to policy-makers, the public, the private sector and other countries as a means to gain their support for powerful, intrusive, and far-reaching anti-laundering laws and enforcement initiatives. Ironically, one now must expect more laundering rather than less. As long as enforcement targets illicit proceeds, there will be and has to be money laundering. In other words, enforcement actually promotes more sophisticated forms of money laundering. 

Even given the significant new legislation and additional policing powers and policies, there is almost no difference between the type of ‘money laundering’ cases documented in our 1990 Tracing of Illicit Finds Report as compared to the cases in our most recent RCMP money laundering case analysis.
 The majority of these cases were simple deposits into financial institutions and only a minority of the ‘laundering’ cases actually involved ‘laundering’. Juxtaposed against the strict ‘full’ definition of money laundering, our empirical analyses of police cases reveal that the proceeds of crime are usually merely deposited into financial institutions and ‘used’ in the exact same manner as other people spend their pay cheques. We quote from that great philosopher Jimmy Buffett in A Pirate Looks at Forty: ‘I’ve done a bit of smuggling/ I’ve run my share of grass/ Made enough money to buy Miami/ But I pissed it away just as fast”.
  The kind of estimates that are often tossed around make it sound as if all drug trafficking proceeds and all laundered money end up on one huge desk with a few criminals acquiring massive amounts of criminal profits—rather than numerous small-time criminals who make and spend their illicit proceeds in the same manner as most of us spend our pay-cheques.   

There were some large sophisticated schemes, and as before these tended to include a critical role played by white-collar professionals including accountants and lawyers. Money laundering not only reflects but has also helped to fuel a division of labour that has been emerging among organizations and networks of criminal entrepreneurs in recent years. Specialized criminal tasks are carried out by individuals or groups with the appropriate expertise or connections. Unlike other criminal tasks that are a necessary part of the integrated chain of profit-oriented criminal activities, a good majority of money laundering is carried out (wittingly and unwittingly) by those in the legitimate economy. These ‘facilitators’, or in many cases active members of the criminal operations, dwell not in the nether-world of criminals and other degenerates but among the elite and ‘respectable’ members of our communities.  While of course some of these professionals are merely innocently supplying services, others are either very much a part of the criminal operations or in some cases, operate ‘criminally’ but are kept separate from the profit generating offenses specifically in order to isolate the ‘movement of money intelligence’, from the ‘illegal commodity intelligence’.  Keeping the professional money launderers at arms length from the offences means that in the event of an arrest: “The use of intermediaries and the absence of direct contact is designed to have the result that the launderers will not know what type of offence has given rise to the proceeds, which jurisdiction the crime was committed in, or precisely for whom they are acting.”
 Along with corruption and violence, money laundering has become seen as an integral tactical imperative of criminal entrepreneurs and has produced widespread demand for such services in both the criminal underworld and within the legitimate economy. 

Indeed, what distinguishes money laundering from most other profit-oriented or tactical criminal activities is that it is firmly rooted in the legitimate economy and carried out by professionals therein. Thus, money laundering represents a nexus between the underground and legitimate economies and, as such, should not be seen as an economic aberration; it thrives on the very same commercial and financial transactions that are conducted by most citizens and companies. Far from being a perversion of capitalism, drug trafficking, money laundering, and other entrepreneurial crimes may be interpreted as the continuation of the free market economy, the laws of supply and demand, and the pursuit of profit maximization. 

Policies from Where?

In 1975, Kettil Bruun et al wrote The Gentlemen’s Club regarding a small clutch of powerful men representing both themselves and equally powerful nations. They noted that the concept of power is necessary to an understanding of all international systems. While they were discussing a different time and different circumstances, there are, we would argue, parallels with the current situation regarding money laundering and terrorism. As Bruun et al state:

“the first failure is simply that the goal of eliminating the ‘evil’, be it cannabis use, coca-leaf chewing, or the opium habit [in our case money laundering] has not been achieved.  It may of course be said that the expression of such as goal is mere rhetoric and idealism, and serves only as a spur to action—that such expressions are no more than political maneuvers. Yet there are those within the establishment in whom an acceptance of tactical necessity is combined with at least a partial commitment to this rhetorical goal, and who are thereby led to subscribe to utterly unrealistic expectations and operations”. 

Building on Bruun, when we question the motives that lurk behind policies, it is too easy to take a conspiratorial view that is restricted to a concern with the vested interests of only the key policy makers.  As Bruun outlines above, policies may reflect political maneuvering, or reflect mere rhetoric and idealism, or a sense of tactical necessity (i.e. something has to be done!), mixed with an actual commitment to the rhetorical goals—however unrealistic those goals might be.  

Anti-Money laundering campaigns serve to highlight the impact of internationally driven, non-democratically created policies on a juisdiction’s laws, practices and policies. Issues of accountability are paramount to our understanding of the issues surrounding the responses to money laundering.   A relatively small group of mainly American policy-makers, many of whom worked at one stage at the US FinCEN agency, wield considerable power over this initiative. The massive anti-laundering campaign is not a neutral activity but rather has been carried out at considerable expense in terms of resources, impact of the sanctions imposed on certain of the more vulnerable nations, and possibly even on the way in which criminals conduct their businesses. Likewise, the global war on terrorist financing is being pursued through a foreign policy approach that places intense pressure on countries around the world – both bilaterally and through multilateral institutions like the FATF, the IMF, and the UN – to stop the funding of various ethnic communities via established charities and  to enact laws and regulations that force the private sector to play a role in detecting these ‘suspicious’ terrorist funds. The difficulty of separating terrorism from  non-terrorism purposes, means that nationalities,  jurisdictions, or even just appearances can be deemed ‘suspicious’ along with a growing list of organizations. All wars are waged in the pursuit of the interests of the major combatants, which invariably means that there is ‘collateral damage’ to lesser players or bystanders.   
Pillar-Talk 

Valsamis Mitsilegas (Mitsilegas, 2003) takes the reader though the ‘securitization’ process that resulted in the European Union’s three pillars in the fight against money laundering and now terrorism. These measures constitute what he calls a ‘new paradigm of security governance’, which are now integral to the dictates of the Financial Action Task Force. The three pillars are: criminalisation, consisting in the emergence of new criminal offences; responsibilisation, consisting in the mobilisation of the private sector in the fight against money laundering; and the emphasis on the administration of knowledge via centralization, through the establishment of new institutions, the financial intelligence units, with extensive powers to administer a wide range of information provided by the private sector.
 Within the past ten years, new laws have been passed, greater mandated ‘policing’ responsibilities have been assigned to the private sector (banks, businesses, casinos etc) and all of this information/ intelligence is now supposed to flow into our Financial Transactions and Reports Analysis Centre (FINTRAC) in Ottawa. Rather than an abdication of direct state intervention, this form of responsibilisation, with all of the mandated requirements and sanctions to be applied for failure to comply equates to an expanded state role at the domestic  level—even though new players have been forced into the enforcement game.  Internationally  the driving forces behind the policies that have the greatest impact on domestic policy are non-state, non-democratically elected bodies such as the FATF, UN, IMF, and World Bank.   

A tremendous burden has fallen upon the shoulders of the private sector, which is now deputized to combat both money laundering and terrorist financing, and by extension, organized crime, drug trafficking, and terrorism. As such, they have had forced upon them detection and prevention mandates that are deemed critical to the safety and security of societies in which they operate. This is no small point, given the fact that the purpose of the private sector is to generate wealth, not to police criminal activity or play a national security role. 

A number of ironies have emerged when considering the efficacy of the anti-money  laundering and anti-terrorist financing responsibilities placed on the financial and legal private sectors. First, regarding the financial institutions, the banking and investment systems are structured to efficiently expedite legal and illegal transactions rather than to regulate or prevent them. This burden is being thrust upon the private sector during a time that has seen a number of high profile cases involving unethical and illegal activity by large corporations, facilitated by our major financial institutions.  In other words, private sector organizations now have the mandate to protect society from organized criminals and terrorists during a period when its ability and commitment to regulate and prevent internal malfeasance has been seriously questioned. Under even the best of conditions, assigning private sector institutions, such as financial institutions, enforcement responsibilities traditionally carried out by the state, will predictably encompass numerous limitations. Different institutional cultures, different mandates, the profit-oriented and cost reduction goals of financial institutions, and hence different priorities will obstruct any real compliance with the anti-laundering requirements.   

 Second, regarding the role of lawyers, Canadian lawyers are free to claim proceeds of crime for their professional fees and are exempt from the mandatory reporting requirements.   This was a long, hard fight by the Law Societies across Canada and accountability for compliance now rests back with the Law Societies.  Banks, insurance institutions, the brokers etc—all initially resisted the mandatory reporting regime.  Only the lawyers prevailed.  As our study of the RCMP laundering cases illustrated, lawyers are important, and in some schemes essential, partners in money laundering.  If the government cares about money laundering, the exclusion of lawyers is an aberration.  The exclusion of lawyers from mandatory suspicious reporting and the right of defense lawyers to benefit from criminal proceeds throws into question the sincerity of those in government who push the anti-money laundering initiative. Domestic power politics can be detected in the legislative decisions related to money laundering. These two significant ‘inconsistencies’ pertaining to the role of lawyers in the national strategy against laundering speak to the power of the legal lobby—and possibly the fact that the Department of Justice policy-makers, are themselves lawyers. 

In Canada, the principle, ex turpi causa non oritur action—the wrongdoer cannot accrue benefit to him/herself through the commission of a crime
 is argued to be pitted against the right to counsel—and loses. Canadian lawyers, unlike their US colleagues, are allowed to be paid in criminal dollars and criminals are therefore allowed to benefit from having in some cases the very best of lawyers. As Robert Kroeker argues:

“To suggest that the profit earning ‘racketeer’ has the right to use the proceeds of crime to retain the ‘Rolls Royce’ of attorneys is offensive when juxtaposed with the fact that a large number of those in conflict with the law must ‘settle’ for counsel retained on a legal aid basis due to their socio-economic status”. 

He makes it clear that if the argument is that legal aid lawyers are incapable of defending someone charged with sophisticated/ complex laundering schemes, then the legal aid system must be changed—not an abandonment of the fundamental principles of justice.   

Looking for the Harm—at what Cost?

Despite its reach into the country’s numerous economic sectors, and despite the oft-repeated mantra that the infusion of billions of dollars from organized crime into money laundering schemes poses a significant threat to countries on both a micro- and macro-economic level,
 there is little empirical evidence that money laundering, in and of itself, has any substantial negative repercussions for most economies or societies as a whole. It could even be argued that money laundering has some benefits for society in that at least a portion of the funds are transferred from the underground economy (where they are untaxed) and expended in the legal economy, where it can contribute to producing legitimate and taxable wealth. 

With this said, one cannot look at the impact of money laundering in isolation from the destructive criminal activities from which it is derived.  The desire to ensure that criminals do not benefit from their criminality, is a valid objective—how realistic it is as a prime enforcement strategy is what is in doubt and there is even less evidence that criminals will be ‘put out of business’ via these strategies.  While we are not refuting that organized criminal activities, like drug trafficking have a serious impact on society, the evidence is less strong that the criminal proceeds derived from these activities pose a significant additional harm nor that the limited ability—regardless of the resources used in the effort—to deprive criminals of their profits will reduce the amount of these types of criminal operations. More attention needs to be focused on the laundering of funds derived from those crimes where the money comes directly from the pockets and pensions of the victims. In order to find empirical evidence of direct harm that is derived exclusively from money laundering, we must look to the laundering of the funds from the large-scale financial frauds, corporate criminal conduct, and political scandals—not the laundering of the more traditional organized crime proceeds. 


To the extent that enforcement has any impact on the criminal operations, enforcement activities may serve to ensure that criminals remain outside of legitimate operations and only use legitimate businesses to further their criminal operations or to hide their proceeds before moving them elsewhere rather than ‘buying into’ a legitimate life-style or at least aspiring to have the next generation move into legitimate society. In summary,  anti-laundering policies and laws are invasive and expensive with little evidence of success and numerous and significant ‘costs’.  A return to a focus on the criminal and his/her criminal activities that resulted in the illicit proceeds may be the next enforcement shift—with only a secondary attempt to take away the criminal earnings. With adequate and timely record keeping in place, these documents may be sufficient to forfeit criminally derived proceeds.

Drug Dollars or Tax Dollars?

Given the dearth of empirical information regarding the impact of laundering, the size of the laundering operations, or the impact of enforcement on the laundering operations, one must look for alternative motives or different agendas to explain the international commitment of the network of non-government/ inter-government agencies that meet frequently around the globe to pass their recommendations and inflict sanctions on non-member states (non-G-8 members). The allure of seized dollars, the political sway over non-compliant states, and the related focus on fleeing tax dollars and/or capital flight all make these anti-launder campaigns attractive. The evidence that the criminal acts seldom involve actual ‘money laundering’ per se (as opposed to the mere movement of illicit proceeds) leads one to suspect that the term money laundering is being used, by even some of the most ardent anti-laundering advocates, as a ‘selling’ concept in order to advance new legislation and policies that relate to capital flight and tax evasion and not what has been traditionally defined as money laundering. 

In the US and elsewhere, an industry has become increasingly sophisticated and ‘focused’ on providing advise on planning for and facilitating the construction of, business transactions that slide between tax avoidance and tax evasion—legal evasion.  A contingency fee market has developed whereby forensic accountant firms—comprised of bankers, lawyers and accountants (known now as ‘financial engineers’)—devise schemes to save the large corporations taxes and charge a percentage of the savings.  The US Treasury Department has identified corporate tax evasion as the nation’s biggest tax enforcement problem—and these ‘shelters’ are seen to be the core of the problem. Charging a fee based on a percentage of the taxes avoided is supposedly prohibited by ethics rules of the accounting industry. Hence, ‘value pricing’ becomes the substituted terminology.

Taken separately, the activities of three international bodies (G7 Financial Stability Forum’s task of identifying those offshore jurisdictions having extensive financial activities; Financial Action Task Force anti-money laundering initiative;  OECD focus on ‘harmful tax practices’) appear to be separate entities.  However, taken together a pattern emerges where by money laundering and tax evasions are equated and the search is on for those jurisdictions that facilitate these activities. In 2000 the OECD report acknowledged the decisions of the G7 Finance Ministers to agree to “enhance the capacity of anti-money laundering systems to deal effectively with tax related crimes”.
 Untaxed dollars were formally declared an international concern.  With global corporations, a mobile workforce and other major financial transitions such as the move to Euro-Dollars, countries must be concerned about maintaining an adequate tax base. 

Ten Years of Legislation---What Consequences?

Based upon a longitudinal analysis of money laundering cases in Canada, one could argue that the deterrence effect of increased security from transaction reporting within the private sector has failed to materialize. Like organized crime in general, money laundering will continue to prove to be extremely resilient, adaptive, sophisticated, and resistant to law enforcement measures.  Enforcement ultimately results in the mere displacement of organized criminal activity, not in its eradication.  Some dirty money is successfully seized and forfeited and is largely seen to be ‘the cost of doing business’ by the criminals.  At the macro level, the value of proceeds of crime forfeitures has been modest at best, especially when compared with the value of seizures. These disappointing results are also reflected at the global level.  Guilhem Fabre estimates that “less than one percent of the 100 billion narco-dollars laundered annually are seized by specialized organizations, which are almost powerless in the face of criminal groups who are prepared to sacrifice up to 40 percent of their profits to recycle their gains in the legitimate economy.”
 

While it is widely acknowledged that Canada’s Schedule One banks have been at the forefront of anti-money laundering measures, the results of the survey of police cases indicate that they are still over-whelming used to laundering the proceeds of crime and continue to be the main portal into which illicit cash finds its way into the legitimate economy. In one of the few rigorous evaluations of the American CTR system, Joseph Benning argues, “although the CTR regime produced a large quantity of reports, it yielded little useful information”
 in part because launderers simply circumvent the reporting threshold by structuring deposits in increments less than $10,000 and also because of the other methods by which money can be moved—simply smuggling the money out of the country being perhaps the easiest. These observations speak volumes about how the doctrine of deterrence is almost irrelevant when applied to chronic offenders and sophisticated, profit-driven organized and entrepreneurial criminals.

The impact of the enhanced and more punitive enforcement measures that include the seize and freeze laws, transaction reporting legislation, as well as augmented enforcement resources, is reflective of the impact of organized crime enforcement in general: there are measurable successes, but money laundering is a constant and remains largely unencumbered. It would be fair to use a tired cliché that is applicable to all sorts of organized crime enforcement: law enforcement has won some important battles, but it is far from making any significant impact on money laundering or organized crime in general. History clearly demonstrate that early successes in organized crime enforcement are often followed by diminishing returns as criminal entrepreneurs continuously adapt to the increased enforcement efforts.

The ever-increasing preoccupation of governments with the financial aspects of organized and terrorist crimes is not surprising. Attacking the financial power base and the profit-motivated raison d’etre of organized crime represents a common sense approach that complements other supply-side enforcement tactics. The added bonus is that the forfeited revenue can accrue to government coffers. However, it has become clear that the original lofty expectations that preceded the enactment of the seize and freeze laws in Canada have never been realized. 

What has had some success in the United States in combating money laundering and organized criminality are the civil (forfeiture) sanctions enacted through statutes like RICO, which shifts at least part of the burden of proof onto the defendant and creates a lesser legal standard to force an accused to forfeit his/her assets. In Canada the obstacles that the criminal onus represents to an efficient system of proceeds of crime enforcement has been recognized through the ongoing pressure being placed on federal policy-makers to introduce civil forfeiture laws and to shift the burden of proving seized assets were acquired legitimately onto defendants. Critics see both of these  law enforcement ‘enhancements’ as being an infringement on the due process of defendants.  According to the Canadian Bar Association these changes reflect “invasions of privacy and fundamental rights” that have been “creping into Canadian law over the past few years” and which are part of the “dramatically expanding state powers” that followed the 2001 terrorist attacks on the United States.
  

‘Fighting’ Terrorism 

Globalizing the war on terror financing has justified the pressures that have supported changing national laws, regulations, and regulatory institutions around the world to better combat terrorist finance and money laundering. This has been accomplished, in part, by placing “…pressure on difficult countries via its Non-Cooperating Countries and Territories (NCCT) program, which provides for listing countries that are non-cooperative with respect to internationally accepted anti-money laundering practices.”
 

What gets lost in the swirl of activities that are sold as regimes to make us all more secure, is the reality that terrorist financing fundamentally differs from the proceeds of crime in a number of ways—and yet identical anti-money laundering strategies are being applied to each.  These differences are not simply academic; they have significant implications and pose particular challenges for terrorist financing enforcement. The first difference reflects the fundamental distinction between terrorism and organized crime: terrorist financing is ultimately concerned with promoting political, social, and cultural change, while the proceeds of crime represent the culmination of the capital accumulation goal explicit in drug trafficking and other organized criminal activities. Thus, terrorist financing affects at the mass societal level, while the proceeds of crime ostensibly benefits the individual (i.e., the accumulation of wealth by individual criminal entrepreneurs). And while those situated at the top of political extremist groups have been known to siphon off funds for their own personal enrichment, the fact that the funds are not raised for material purposes indicates that terrorist operatives are less concerned with money, and more concerned with the end goals of their mission. 

· Terrorist financing is a means to an end, while the proceeds of crime is an end in itself. Given this, efforts to deprive extremist groups of funding may be inconsequential for at least two reasons. First, as described earlier, terrorist attacks, especially those involving suicide attacks, do not necessarily require large sums of money. Second, members of terrorist groups (especially those willing to sacrifice their lives) are not motivated by personal enrichment, and hence, depriving them of funds may have little impact on their incentive to engage in terrorist activities. 

· Terrorist financing can also be distinguished from the proceeds of crime in that the former involves funds to be used in future criminal activity while the later entails revenues generated from past criminal activities. Put another way, terrorist financing is an input into the criminal process, while the proceeds of crime is an output. This poses an immense challenge to proceeds of crime enforcement, which traditionally focuses on and reacts to criminal outputs (i.e., a criminal event and the proceeds thereof). In general criminal investigative units spend little time identifying and interdicting criminal inputs or anticipating and preventing future criminal actions. 

· In terms of the ‘responsibilisation’ of the private sector in the anti-laundering initiatives, identifying and seizing funds that may be linked to terrorism is even more difficult when those funds are derived from sources that are legitimate and legal (e.g., a charitable donation or earned salary or investment incomes). While terrorist groups may be involved in criminal activity in order to raise funds, much of their resource base will consist of legitimate non-criminal proceeds. The legal sources for the terrorist funds represents to another important distinction with the proceeds of crime, which by definition, are generated from sources that are illegal in nature.  


The ability of terrorist groups to capitalize on the global inter-connectivity of the financial services sector illustrates the centrality of the international free market system in helping to finance terrorism. Despite the new terrorism financing laws, despite the creation of new agencies and units, despite the additional funding and unprecedented and intrusive powers provided to these agencies and units, and despite the many accusations that Canada is awash with terrorists and their money, few arrests or seizures of terrorist funds have been made in Canada (or any other country for that matter). 

The reaction to the limited enforcement results has been to propose even more intrusive laws. The extraordinary powers that have been put in place must continually be scrutinized given the ethical implications for the human rights of those who fall within the radar of over-zealous agencies hunting for terrorists and their financiers. According to William Fisher
, critics say the US government's anti-terror financing campaign is a product of the paranoid Islamophobia that has had its desired effect: to scare Muslim-Americans into abandoning one of the premier tenets of Islam—giving to those in need. 
Fisher quotes from OMB Watch:

“Once a charitable organization is so designated, all of its materials and property may be seized and its assets frozen. The charity is unable to see the government's evidence and thus understand the basis for the charges. Since its assets are frozen, it lacks resources to mount a defense. And it has only limited right of appeal to the courts. So the government can target a charity, seize its assets, shut it down, obtain indictments against its leaders, but then delay a trial almost indefinitely.”

They make the point that Halliburton Corporation (the giant defense contractor with top-government connections) has been under investigation by the Treasury Department and the Department of Justice since 2001 for doing business with Iran, which is listed as a ‘sponsor of terrorism’. But rather than seizing and freezing assets "pending an investigation," Treasury's Office of Foreign Assets Control (OFAC) and the Justice Department sent an inquiry to Halliburton requesting "information with regard to compliance."  This polite request followed four years of their refusal to produce the required documents. To date, Halliburton has received more than $12 billion in contracts in Iraq, many of them on a no-bid basis.  This example—only one of many—serves to justify the skepticism that some of the most vulnerable sectors of the society feel toward the anti-terrorist financing schemes—that they in fact might be ‘schemes’.  

As Mary Robinson of the UN High Commission for Human Rights noted in December 2001, “The purpose of anti-terrorism measures is to protect human rights and democracy, not to undermine these fundamental values of our societies.”
 These potential and real abuses of civil rights, human rights, and due process rights would not have been tolerated by the courts or the public in August of 2001. But, of course, as has been recited ad nauseam, 9/11 changed everything. 

There does exist some overlap and commonalities between the proceeds of crime and terrorist funds. Each involves the use of proceeds—illicit or licit. Each now must launder their funds—either to ‘cleanse’ them or simply to ‘move’ them.  Each continues to use legitimate businesses and to rely on the formal financial services sector.  Also in common is the low ‘success rate’ of enforcement in both areas.  Although supporters will argue that some success has been achieved and that financial enforcement is simply another tool to combat criminal activity and terrorism, this additional  tool comes with a very hefty price tag as far as due process rights are concerned. 

The Future?

The globalization of trade and commerce has greatly benefited money laundering and the transfer of illicit capital across national borders and has made the concept of ‘offshore financial centres’ pointless, since the globalization of financial markets means that all financial markets are ‘offshore’.
  To further complicate matters, while organized crime and money laundering have become increasingly international in scope, and have realized numerous partnerships and inter-group cooperation, law enforcement remains instrumentally bound by local, regional, and national jurisdictions, while international enforcement cooperation and coordination continues to be severely limited. Mechanisms such as Mutual Legal Assistance Treaties (MLATs) remain limited in number, scope and effectiveness. 

The largely unregulated Internet, complete with its multitude of banking and financial intermediary services, will surely be increasingly used for laundering purposes. The underground hawala system that provides services to many jurisdictions will continue to accommodate the financial transactions associated with terrorists groups, traditional money laundering, and anyone else seeking to avoid transaction reporting. These informal systems are essential in many parts of the world for absolutely legitimate financial transactions—often where there is no alternative ‘formal’ financial infrastructure or segments of the populations have no access to it, if it does exist. One must acknowledge however that the same routes can be used to move criminal proceeds, evade taxes, or fund terrorist activities.   

One should also anticipate an increase in internal conspiracies and corruption within the financial services industry and other sectors that are mandated to report suspicious transactions, as organized criminals attempt to circumvent such laws. Thus, like the so-called war on drugs, one of the repercussions of augmented anti-money laundering laws will be increased corruption. While a tough enforcement approach may be needed to combat violent criminality, there appears to be little effort to address the underlying causes. Other than the rhetoric of various successes, no evidence can link the enforced new policies and legal enhancements to an expectation of greater security.  At the very least, there is an urgent need for more reliable strategic and tactical intelligence – to determine whether any policy that targets funding has any likelihood of enhancing security or reducing crime. 
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