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There is a pressing need to contain cyber-crime through international
cooperation. Without effective…control it is impossible to develop a
networked society that is secure, convenient and comfortable. 1
The internet is fast, whereas criminal law systems are slow and formal.
The internet offers anonymity, whereas criminal law systems require
identification of perpetrators…The internet is global, whereas criminal
law systems are generally limited to a specific territory. Effective
prosecution with national remedies is all but impossible in a global
space. 2
We are stranded…between the inadequacy of the nation-state and the
emerging imperative of the global community. 3

Abstract
The 13 countries of ASEAN+3 are actively working towards creating a regional
community in East Asia. While these community building endeavours have been
designed to capture the synergistic potential latent in the thirteen countries, they have not
been without their own perils and pitfalls. At the same time, as the regional countries
have modernized they have increasingly relied on web-based technologies to enable them
to more efficiently use their resources. Even as this adoption of technology has assisted
regional states, it has exposed them to new threats; with a growing number of East Asian
networks and users now subject to a wide range of cyber attacks. These attacks have
occurred within and across national boundaries with the transnational nature of cyber
security making it difficult for governments to unilaterally securitize emergent cyber
threats. As a result, it is becoming increasingly necessary for East Asian governments to
protect their interests by working together. To do so effectively will require the adoption
of policies and processes used to foster regional integration in other sectors (such as
economic or political cooperation) and transfer them into the realm of cyberspace.
Introduction
Since 1967 the countries of East Asia have been coming together to form a
regional community. 4 While these community building endeavours have been designed
to capture the synergistic potential latent in the thirteen countries, they have not been
without their own perils and pitfalls. In 1997 the devaluation of the Thai Baht caused a
speculative attack on other regional countries, endangering not only national financial
and economic institutions but also substantially diminishing the wellbeing of citizens in
the affected countries. The main lesson from the Asian crisis was that the growing
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interdependence of the region had negative as well as positive ramifications. This was
reinforced in 2001/02 when terrorist cells in Singapore and Indonesia sparked security
alerts across East Asia. What now happens in the region has become the concern of all
countries, not just those immediately affected. Indeed core regional institutions, such as
ASEAN, ASEAN+3 and APEC, are now devoting more time and resources to addressing
a myriad of common security concerns. Initially such security concerns revolved around
economic and environmental issues; however, in the last five years, the set of security
issues has expanded to also include terrorism, transnational crime and biological threats.
As the regional countries have modernized they have increasingly relied on webbased technologies to enable them to more efficiently use their resources. However, this
virtual process has mirrored the uneven pattern of economic development found across
East Asia. 5 Thus states such as Japan, South Korea and Singapore are markedly more
technologically advanced than other states such as China, Indonesia, Malaysia, the
Philippines and Thailand, but even these are significantly more advanced than countries
such as Brunei, Cambodia, Laos, Myanmar or Vietnam. However, the infrastructure in all
but the first set of regional countries is rudimentary compared to the more developed
states of Europe and North America. While this “digital divide” is often discussed in
terms of economic development, the technological disparities and low resource capacity
levels also presents a significant security challenge to these states, as well as all others
linked to the World Wide Web (hereafter simply web).
The need to respond to this security challenge can be seen from the increasing
exposure of East Asian networked users to cyber attacks. In Japan, for example “the
number of cyber-crimes uncovered by police in 2004 increased 13 percent from the
previous year to 2,081”, with the figure more than doubling over the past five years. 6
The following year reports increased 52 percent to 3,161 reported incidences. 7 While, in
South Korea, in 2002 the number of internet-based criminal cases increased to 60,000 up
from 121 in 1997. 8 By 2006 it had increased to 70,545 instances, with identity fraud and
hacking being the two most prevalent crime types. 9 Although this jump was undoubtedly
due, in part, to the effects of new legislation it does reflect a genuine upwards trend in
cyber crime reports; a trend that is evidenced in other regional countries as well as in
extra-regional jurisdictions. In addition to the increase in cyber threats, the nature of the
threats is also changing as cyber groups become more sophisticated in the structure of
their attack vectors. As Stone stated, “These range from elaborate ‘phishing’ scams,
which use phone web sites to steal credit card numbers and perpetrate identity theft;
fraudulent spam that launches viruses or spyware; and ‘malware’ such as Trojans, which
enable criminals to take remote control over thousands of computers for massive,
distributed attacks.” 10 With respect to the last item on Stone’s list, it is worth noting that
for the first half of 2007, China accounted for 29 percent of all global bot attacks, up
from 26 percent in the same period in 2006. China also ranked second (behind the
United States) for all forms of malicious computer activity in 2006. 11 As China’s online
presence grows these will be issues of concern not only for China but also for other
countries exposed to its web presence. 12
This paper presents a review of attempts to regulate and prevent cyber security
threats in East Asia. This analysis is undertaken at the three levels: domestic, regional
and international. It is suggested that the transnational nature of cyber security makes it
difficult for governments to unilaterally securitize emergent threats from cyberspace.
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Instead, it is necessary for Asian governments to protect their interests by working
together at the regional level. Moreover, given the nature of cyberspace, such
cooperation cannot be undertaken without due reference to what is going on in other parts
of the world; especially the more technologically advanced countries and regions. Thus,
in order to properly contextualize these efforts and provide appropriate policy
suggestions, a framework that transcends international-domestic (intermestic) boundaries
is required. For the purposes of this paper an intermestic structure will be adopted to
frame the three levels of analysis. Before concluding this paper will explore the
implications arising from this review and put forward possible areas for policy
development.
The Securitization of Cyberspace
The Westphalian system had only been in existence for just over 320 years when
the first Internet connection was made. 13 Prior to 1969 a state-centric structure that
presupposed security as being an integral part of the state system was in force. Over the
following thirty years the web came into its own as a critical medium for governance,
commercial exchange and social interaction; although it has only been in the post-1990
period that this development has produced meaningful results, while also generating to
significant challenges to state security. The decentralized and unregulated nature of
cyberspace meant that it was a medium quasi-separated from the traditional scope of state
security. Thus, even though “most of the period since 1945…the international system
was both defined and maintained by the rivalry of two superpowers and their respective
alliances”, 14 the creation of cyberspace reflected the appearance of a more fluid
international system; one where non-state actors, social groups or even individuals could
materially affect the system’s stability. It is ironic that a creation designed to ensure the
survival of the state in the event of a massive attack on its essential infrastructure has
itself become a potential vehicle for just such an attack.
At the same time as the web was coming of age international norms were also
being reconsidered as new international structures and power balances began to evolve.
As Risse-Kappen stated, “The end of the Cold War and the dissatisfaction with prevailing
approaches to international relations…opened new spaces for theorizing about world
politics”. 15 This evolution in international relations led to search for a new security
doctrine that could better explain the overlapping nature of nation-state’s various
interests; one that could reconcile the traditional challenges facing states with nontraditional threats such as international economic instability or global environmental
degradation.
One of the new issues to be considered concerned the nature of the relationship
between state sovereignty and security, in particular the ways in which threats could
spread from the domestic realm to the international, and visa-versa.
Such
interdependence suggested an overlapping of state needs with other states’ policies and
practices and/or with activities within the international realm. The mutual dependence
that such threats created affected not only states but also their attendant markets and
societies. The space where the international met the domestic was fluid, depending on
the type of issue that was crossing the boundaries and the concomitant responses that
were required. The fluidity of such intermestic issues is especially apparent when
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considering the different types of security threats that have gained prominence in the
post-Cold War period.
In this period more attention has been paid to non-traditional security threats – in
other words, threats that may emanate intentionally or otherwise from one nation-state to
challenge the security of another nation-state. In 1994, the UNDP released its annual
report entitled New Dimensions of Human Security. Although developmentally-focused
this report categorized a broad range of non-traditional security threats within seven
interdependent groups, namely: economic security, food security, health security,
environmental security, personal security, community security, and political security.
It is interesting to note that the Internet and the web were still too limited to be
included in this report. 16 Later Buzan, Wæver and de Wilde also listed a range of sectors
from which threats could emerge. 17 These encompassed the military, environmental,
economic, societal and political sectors. Again cyberspace was overlooked. Yet in the
contemporary period the potential for virtual realm of cyberspace to be used as a conduit
to harm those in the real world is seen as one of the most serious threats to national
stability and prosperity. As the 2003 National Strategy to Secure Cyberspace stated with
respect to the United States:
Of primary concern is the threat of organized cyber attacks capable of
causing debilitating disruption to our Nation’s critical infrastructures,
economy, or national security…Because of the increasing sophistication
of computer attack tools, an increasing number of actors are capable of
launching nationally significant assaults against our infrastructures and
cyberspace. 18

Securitization as an analytical tool was first propounded by the Copenhagen
School (led by Buzan and Wæver). It describes a process through which an issue
becomes considered a security threat and the policy actions that are then undertaken to
alleviate or mitigate its impact. This process is characterized by a “speech act” whereby
a threat is identified to a referent object by a securitizing actor. The actor succeeds in
securitizing the issue when a target audience is convinced. Once this is achieved, the
securitizing actor can then undertake certain emergency actions outside of normal
political processes to address the threat. An identified threat may also be “desecuritized”
as the securitizing actors seek a return to politics as normal. 19 This reverse process can
occur either through the threat being downgraded or addressed. It is, however, usually an
indirect process “where a shift of orientation towards other issues reduces the relative
attention to the previously securitized issue.” 20 This raises the question as to who
securitizes an issue? With respect to cyberspace a variety of actors can be readily
identified has having successfully securitized issues in the past. These include from
governments to corporations to cybersecurity specialists and computer programmers.
Examples of issues these actors have securitized encompass alerts to network and
software vulnerabilities, virus alerts and reports on cyber criminal activities. In all these
cases, the issues become securitized as these actors are considered by a broad spectrum
state, market and social entities to be sufficiently informed on potential threats from
cyberspace.
From the preceding discussion it is possible to conceive of a spectrum of threat
responses that range from political solutions to securitized solutions. Beyond securitized
solutions one may also consider militarized solutions, when even emergency mode
responses by securitizing actors prove insufficient to alleviate the threat. At the opposite
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end of the spectrum it may also be possible to discuss these issues in terms of social
challenges that subsequently become politicized. In each case there is a need for an actor
to successfully securitize an issue by convincing a significant cohort of the existential
threat to their wellbeing.
However, while the Copenhagen School may consider a speech act to be a
sufficient indicator of securitization, it is necessary to take into account other factors
when exploring securitization. Although a securitizing actor may declare an issue a
threat, it is necessary to consider the second stage of the response; namely the allocation
of resources to alleviate or mitigate the threat. It is also important to evaluate how
efficiently and how quickly the resources are allocated. 21 In other words, it is one thing
to declare an emergency, but the securitizing actor has to also undertake actions that
signal a shift from a normal political mode to an emergency mode. Without this second
stage of evaluation it is not possible to understand if an issue has been securitized or if a
rhetorical statement has merely been declaimed without substantive effect.
In East Asia, this second stage can be difficult to detect; primarily because the
definition of what constitutes “normal” political behaviour is not readily apparent in most
nation-states. This is even more of a problem when the liberal European-centric nature of
securitization is theoretically grafted onto regional political systems; a significant number
of which remain illiberal (encompassing communist systems, monarchies, authoritarian
regimes or failed states). It also needs to be considered that many regional countries are
still emerging from the decolonisation phase of development and are therefore either (a)
resistant to defining issues as threats, as such a move may give rise to questions of state
legitimacy or, conversely, (b) may seek to securitize issues that are not security threats in
an effort to strengthen the state regime. Furthermore, if securitization is defined
primarily as a shift in resources to meet a threat condition then the low surplus capacity
prevalent in many regional states may constrain their ability to shift substantively into
emergency mode even when such a threat is clearly identified.
The second point can be identified in more developed countries, but the first point
is more likely to be a factor where nation-states lack liberal plurality. As noted above,
this is a particularly relevant issue in the East Asian region. It is possible to hypothesize
that in dealing with the securitization of threats in East Asia there may be a gap between
the threat, its identification by a securitizing actor, and the mobilisation and deployment
of resources to mitigate it. It can therefore be hypothesized that states – as the main
securitizing actors in the region – will prefer to seek alternate political strategies to
addressing a threat so as not to weaken their legitimacy before moving to fully securitize
it. As such, when East Asian states do choose to securitize a cyber threat it can be seen
as either a reaction to a public policy issue or in response to regional or international
pressures.
The securitization of cyberspace is one of the more difficult responses to an
emergent threat undertaken since the end of the Cold War. Unlike other issues – the
environment, health or political rights – cyberspace is not coterminous with national
borders. It is a disaggregated realm where different components of the threat and its
response can be spread across multiple boundaries and where regulation is still the
exception rather than the rule. Further, the fact that a virtual threat has been actualized
may not be properly understood until after the event, given that non-human units can be
the target (such as electronic bank accounts) and may not actually be materially affected
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(as occurs when documents are only copied – rather than transferred or deleted).
Moreover, as cyber threat are quite new and represent a hitherto unknown security threat
it may not be possible to immediately conclude that it has been securitized, as a
completely new set of resources have to be allocated to deal with it. This last point
would be more relevant to countries that have only recently (or are still imperfectly)
integrated with the web – an accurately portrayal of most East Asian states. All of which
makes developing effective tools to analysing the securitization of cyber threats highly
problematic.
Cyber threats can be divided into three categories: cyber crimes, cyber security,
and cyber warfare. For the purposes of this paper only the first two will be examined
(with a focus on the second category) as cyber warfare is a strategic rather than security
issue. Nonetheless the three categories can be seen as lying on a spectrum of cyber
threats that use similar methods but with differing vectors and intent – from the relatively
micro-scale cyber crimes to macro-level cyber strikes against critical national
infrastructure – and hence are partially synonymous with each other. For the purposes of
this paper cyber crimes will be defined as criminal acts that (a) makes use of web-based
technologies and (b) whose initiator/s and victim/s are within the same domestic realm.
Cyber security threats will be defined as having an implicit transnational nature – where
the initiator/s and victim/s are in separate nation-states – which rely on web-based
technologies to undertake the harmful act. Such acts can be criminal (such as
extortion) 22 , destabilising behaviour (an actor within a nation-state affecting the
operations of another actor from another nation-state, such as that which occurred in
April 2005 between Chinese and Japanese groups and organizations) 23 or simply
malicious (as in the release of harmful programs, for example, the “I Love You” or
“Melissa” viruses). 24 In contrast, cyber warfare is an attack by a state or states or statesponsored groups against another state or states through the use of web-based
technologies, that may or may not be part of a wider strategic threat (for example, the
1998 “Moonlight Maze” attack against the US Department of Defence or the 2003 – and
later – “Titan Rain” attacks by Chinese actors against US, UK and German strategic and
commercial interests). 25
The challenge posed by cyber threats becomes more complex when examining
issues of cyber security as the threat initiator or recipient can be highly disaggregated,
thus making the task of establishing a sufficiently representative audience far harder. In
cyberspace cross-border threats can be targeted at corporations, social organizations or
individuals as well as state units by other corporations, social organizations, individuals
or states from any other part of the world. Further, coalitions can be developed between
any of these units – either within the same territory or across additional boundaries – to
enhance the threat potential or to diminish it. As McCusker (quoting the Council of
Europe) has noted ‘[c]ybercrime requires less control over a geographical territory, less
violence and intimidation, less personal contacts and thus less relationships based on trust
and enforcement of discipline between criminals, in short less need for formal
organisations.’ 26
Hence, securitizing actors on matters of cyber security tend to be larger referent
units with pre-existing constituencies (such as states, international organizations,
transnational and national corporations) or smaller units with representative status with
these larger units (such as internet security organizations and some civil society
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organizations). Individuals or groups without representative legitimacy find it far more
problematic to securitize an identified threat. As noted above, in East Asia, with a
predominance of illiberal regimes, the securitizing actors are frequently the state regimes;
although regional and international organizations can and do exert significant influence
on state behaviour in this area.
East Asian Responses to Cyber Threats
Given this highly intermestic nature of this threat typology it is necessary, when
reviewing the actions of states in securitizing cyberspace, to disaggregate the analysis
into its component elements; namely, domestic level responses and international
responses. It is further suggested that responses at the regional level (in this case, East
Asia) to these threats should be considered as a separate level of analysis to the
international realm as they represent a space with a more focused set of behavioural
norms than may be found in the international realm, with its wider set of customs and
standards. For these reasons the following section will be divided into three sections: (1)
Domestic responses, (2) Regional responses, and (3) International responses.
Responses (I): Domestic
Across the East Asian region different countries face different challenges in
securing cyberspace. For some, such as Japan or South Korea, connections to the web
are commonplace and there is a rapid adoption of new technologies that further entrench
cyberspace as a critical medium of communication and information exchange. In other
countries, such as Laos or Vietnam, the presence of the Internet is very restricted; as
much by capacity (economic and human) as well as by design (via state policies). The
differences in Internet connectivity have a direct correlation with a state’s economic
modernisation as well as with its integration with global processes of development. These
underlying factors and the resulting cyber presence in each of these countries, in turn,
have a direct effect on the types of cyber security challenges they face. Thus, in
considering how regional countries seek to improve their cyber security, an
understanding of these differences and their impact on the domestic responses to the
securitization of cyberspace is essential.
East Asian states have wide political and social differences, which has direct
implications for securitizing cyber issues. These implications can be seen as directly
stemming from the different ways the state-individual relationship is cast. In the
authoritarian, nationalist and feudal countries, the state is seen as a necessary mechanism
to protect its society from harm, even when pluralist systems are present. However, the
society and the state are conflated such that it is up to the government to decide if a
particular issue constitutes a threat. In the more politically-liberal and democratic states
citizens and organizations have a wider remit for the self-assessment of cyber (and other)
threats; although the state still remains the main organising and securitizing institution.
Partly reflective of the different social and political systems across the region,
there are also wide disparities in economic capacity and the maturity of local markets.
This leads to gaps in resource allocation for the development of Internet connections and
the fostering of web-centric skills among the population. Further, as countries develop
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their ability to manage web-based information and respond to cyber insecurities will be
tested unless the capacity gaps are bridged.
These differences shape East Asian countries approaches to cyber security issues.
Most significantly they shape how each state defines a cyber threat and how that state
then responds to the insecurity. The threat deemed to be posed by certain types of online
materials is a case in point. The more authoritarian the regime, the more likely it is to
restrict citizens access to online materials. Hence, in countries such as Vietnam, China or
Myanmar online users are regularly banned from visiting websites that have content
which the state has deemed inappropriate. This classification is often given to website
content which challenges the dominant orthodoxy of the state. 27 In contrast, countries
such as the Philippines and Thailand – both of which face a range of political, economic
and social challenges – have relatively open access to web-based materials, even though
Internet penetration is uneven across both states. It is worth noting that the
comparatively underdeveloped nature of the more restrictive states also creates a capacity
shortfall in their ability to develop effective cyber censorship regimes. In the case of
China, it has created partnerships with global computer firms (such as Yahoo and
Google) to prevent domestic access to international websites. 28 Intermestic approaches
to securitized threats can also work against citizens in regional countries as much as they
can prevent harm. 29
Cultural norms can also override this liberal-economic understanding. Japan, for
example, has been criticized for the types of pornography local ISPs host, particularly
those holding photos (and other graphical material) depicting child pornography. 30
Simply because a country has a high level of economic development and a liberaldemocratic political system does therefore not automatically guarantee a shared set of
norms and values with other, similarly developed, countries. In the case of Japan, these
websites are not always seen as constituting a threat but other countries, whose citizens
access the materials, disagree. Moreover, a high level of economic and social
development coupled with a high degree of Internet penetration doe not guarantee a
relaxed attitude to Internet access. In the case of Singapore, a socio-economically
advanced state, access to most websites is allowed but some, domestically and
internationally, are still denied. 31
Beyond state definitions as to what is allowed and what is not (and hence what
does not threaten the state’s interests and what does), is also the wide variety of state
responses to breaches of its cyber protocols. In Myanmar or China the severity of
punishment ranges from large fines or lengthy imprisonment. 32 Vietnam tends to
imprison or fine those who view restricted web content – regardless of whether it is from
a local or international ISP. 33 Other, more politically liberal, countries normally restrict
punishment to fines or confiscation of computer equipment; although depending on the
type of offence a jail term may also be enforced. 34
Hence, in constructing an intermestic approach to cyber security in East Asia
there are a range of issues stemming from political and economic development or
orientation It should again be noted that these disparities also presents a challenge to the
application of the securitization model, which was formed in the more homogenous
political and economic environment of Europe. All of which makes developing a
regional-level response to cyber insecurities in East Asia difficult, but not impossible.
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Responses (II): Regional
Regional initiatives have two main advantages because they are pursued
within an environment where there are ‘fewer’ cultural differences and
‘fewer’ problems of compatibility in judicial systems and can focus on
specific problems that often complement other political and economic
joint efforts (economic integration, e.g. APEC). In addition to historical
and geographical homogeneity and contiguity, the differences in
political and economic development in a particular region may not be
too dramatic as to create mutual suspicion, and even where this exists,
they can be counterbalanced by other cohesive factors. 35

Regional approaches to security threats are not new. Since the founding of the
ASEAN Regional Forum in 1994, East Asian states and their extra-regional dialogue
partners have discussed ways to alleviate regional insecurities. In the post 9/11
environment, other regional organizations – such as APEC – have also moved to include
regional security issues on their policy agendas. In this sense, cyber security threats have
benefited from pre-existing as well as recently introduced regional security mechanisms.
Thus, even as states seek to overcome shortfalls in cyber capacity, they are working
within regional organizations such as the ASEAN-related institutions and APEC, to
mitigate the challenges posed by cyber security threats.
In ASEAN attempts to secure cyberspace have come in two forms. First, there
has been a generalized attempt to improve regional capacity and resources through the eASEAN process. Second, there has been a set of more explicit attempts to secure
cyberspace from transnational subversion of national security; especially those stemming
from the activities of criminal and terrorist organizations. APEC has taken a different
approach, with cyber issues being mainly dealt with under the telecommunications area;
although, as with ASEAN, more recent efforts have focused have explored ways to
combat transnational crime and terrorism. For both organizations the need to address the
cyber security threats perceived to stem from criminal and terrorist groups is currently the
main focus of regional attention, although the cyber development aspect is also
considered critical – if only to help address what are seen as the root causes of crime and
terrorism (that spill over into the regional cyberspace), namely poverty and
underdevelopment.
The e-ASEAN Initiative began in 1999 at the Manila Summit with the aim of
developing “a broad-based and comprehensive action plan including physical, legal,
logistical, social and economic infrastructure needed to promote an ASEAN e-space, as
part of an ASEAN positioning and branding strategy.” 36 The principle aim of this
Initiative was to collectively explore methods by which the lesser-developed Southeast
Asian states could overcome the digital divide with other ASEAN states by providing
opportunities for them to improve their socio-economic standing through the utilisation
of information and communication technologies; creating with Singapore Prime Minister
Goh described as “a single electronic space”. 37 The goal of this Initiative was thus to use
e-strategies to foster deeper integration within ASEAN. This Initiative led to the signing
of the e-ASEAN Framework Agreement in 2000, which has – in turn – become a
platform for deeper regional cooperation, especially in the fields of ICT and ecommerce. 38
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Since the Framework Agreement was signed in 2000, ASEAN cooperation in this
area has deepened and expanded. The Singapore declaration was adopted by the ASEAN
Telecommunications and IT Ministers (TELMIN) in September 2003. This declaration
(as well as the outcomes from the 2002 Manila TELMIN meeting) has led to a number of
states signing Multilateral and Bilateral Mutual Recognition Agreements (MRAs). A
network of ICT training centres has been established in the region to assist small and
medium sized enterprises; in addition to a number of joint policy projects designed to
enhance regional regulatory development in a more coordinated manner. 39 Inasmuch as
ASEAN has sought to deepen regional cyber linkages and capacity it has also engaged
China (under ASEAN+1 auspices) in the formation of new ICT networks for technology
and application development, human resource advancement and the construction of
secure networks able to resist exploitation by regional and international cyber criminal
organizations. 40 Japan and South Korea have also become involved in this process under
the ASEAN+3 mechanism.
With these programs acting as a catalyst for closer cooperation on cyber issues,
ASEAN has begun to address the more “traditional” cyber security issues of transnational
cyber crime and cyber terrorism. In some processes, such as the TELMIN meetings,
cyber security issues are linked with e-development programs. For example, as a part of
this process, ASEAN countries have been developing National Computer Emergency
Response Teams (CERTs), with the goal of having all ten member states operationalize
CERTs by 2005. The TELMINs are also overseeing the creation of “a virtual forum for
ASEAN cybersecurity [sic]…to develop a common framework to coordinate exchange of
information, establishment of standards and cooperation among enforcement agencies.” 41
By mid 2001, ASEAN’s attention had turned to dealing with the regional aspects
of cyber crime. 42 This was followed up by a commitment from the ASEAN Ministers
responsible for transnational crime to strengthen cooperation against cyber crime given
its “serious impact on the peace, security, prosperity and progress of ASEAN and on its
social and moral fabric.” 43 Post 9/11 cyber security issues were still pursued by ASEAN
but, in many respects, had been conflated with regional and global anti-terrorism efforts.
To a certain extent 9/11 provided a boost to efforts to securitize cyber security at the
regional level. However, although the speech acts by regional leaders and senior officials
and their related documents used securitizing language, the efforts were political – with
studies of regional countries legal systems, information exchanges, and attempts to
develop extradition treaties among the main responses. 44 Further, given the relative
newness of cyber terrorism as an identified threat to ASEAN, such measures were
comparatively mild. Since 2003, greater attention has been paid to developing responses
to cyber security threats in a more “robust and coordinated manner.” 45 In 2004, the
members of the ASEAN Regional Forum endorsed the establishment of a regional
mechanism to combat cyber terrorism. How this is to be operationalized is yet to be
clarified; nonetheless it does represent a further entrenchment of cyber security practices
at the ASEAN level.
APEC, as an institution with a far broader membership base, has faced similar but
different challenges in protecting its members against cyber threats. This is not overly
surprising. As an economically-focused institution APEC’s responses to cyber issues and
threats have focused on issues such as e-commerce, identity theft, 46 and related
developments, before shifting in the late 1990s to focus on the criminal aspects of
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cyberspace (particularly information security), and then post 9/11 to focus on cyber
terrorism. Further, there is a far greater digital divide between APEC members than that
which exists between ASEAN members.
Since the turn of the century, APEC has been directing an increasing array of
resources to combating regional criminal and terrorist cyber threats. This shift was
reflected in the decision to change “the name of the Electronic Authentication Task
Group to the eSecurity Task Group and to extend its role to include information and
communication technology security and information infrastructure protection.” 47
Following 9/11, a succession of APEC meetings between 2001 and 2003 concentrated on
the protection of critical infrastructures (especially information and communications). 48
This culminated (for the purposes of this paper) in the adoption of the Cybersecurity
Strategy by the APEC leadership in 2003. 49 This document contained a number of
recommendations including the adoption by member states of legal instruments to
enforce cyber security. From an intermestic perspective this was a significant
recommendation as APEC directed that the legal systems be consistent with both relevant
United Nations resolutions but also the Convention on Cybercrime. In other words, to
tackle the threat posed by cyber insecurities in Asia was seen to require domestic and
regional responses in conjunction with international efforts; an integrated three-tier
program.
Within the Cybersecurity Strategy document, APEC (overlapping with ASEAN)
also argued for the creation of CERTs in its member countries. Given the wide
membership of APEC, with a significant number of members involved in other regional
organizations (such as Mercosur and Caricom), this program can be considered interregional in scope. Furthermore, as these other organizations are still predominantly
state-centric, the APEC CERT program created a space for an intermestic approach to
cyber security be taken inter-regionally; effectively binding APEC cyberspace panregionally. In terms of addressing cyber threats this organisational linkage between the
APEC member economies is more effective than the ASEAN-only approach. Moreover,
with APEC membership based on economies the APEC CERTS included Taiwan and
Hong Kong – two of the most networked economies in the region. A failure of the
ASEAN and ASEAN+ approaches is that these two localities are not included in the
regional cyber security discussions, thereby creating potential gaps to exist in the regional
cyber security architecture.
APEC has also begun to study ways to develop a cyber crime investigation
agency between its member economies. 50 This is a good example of the benefits of an
intermestic approach in addressing security threats. At one level this will be based on
members jurisdictions; however, at another level, it will be a regional mechanism able to
coordinate responses between APEC’s 21 members. Another example of the utility of an
intermestic approach to cyber security can be seen in the January 2003 decision by APEC
to work with the OECD in developing guidelines to enhance cyber security. 51 This has
since been followed with further meetings between the OECD and APEC, including a
Malware workshop in April 2007. This was immediately proceeded by a joint APECASEAN workshop on Network Security, allowing both sets of participants to interact and
share knowledge and practices. 52 Importantly, APEC – far more so than ASEAN – is
proactive in engaging with the business sector and, more recently, civil society
organizations, in ensuring that its activities have the widest possible input and support.
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However, the challenge in combating cyber insecurities lies not just at the
regional level but also at the wider international level. It is therefore essential that any
intermestic analysis of cyber security also include this tier.
Responses (III): International
As a result of increasing interconnectivity, information systems and
networks are now exposed to a growing number and a wider variety of
threats and vulnerabilities which raise new security issues for all. 53

For the purposes of this paper, the international level is broadly defined as those
activities by major states or key organizations that take place outside of the East Asian
region. The role played by the United Nations in developing global responses to
combating cyber threats is important to any study of cyber security. The European Union
has developed one of the most comprehensive cyber security agreements of any
transnational organisation and should also be studied. Each of these international actors
will now be discussed in turn.
The United Nations only began to turn its attention to cyber security in the late
1990s. During the 53rd Session of the General Assembly (GA) in 1998 – after two years
of meetings between member states – it promulgated Resolution 53/70; essentially a
starting point for discussions on the impact of information and telecommunications
technology on international security. 54 One of the key issues raised in this early
resolution was the necessity of combating “information terrorism and criminality.” 55
From this beginning the United Nations has moved into focusing its efforts more
comprehensively on cyber security.
During its 58th session in 2003 the United Nations GA passed resolution 58/199,
which sought to outline a basic framework for the creation of a global cyber security
regime through the protection of critical infrastructure. 56 This built on earlier resolutions
regarding the establishment of a basic framework for the creation of a global cyber
security culture (GA 57/239) and the need to combat the criminal misuse of information
technology (GA 56/121). 57 The key thrust of GA 58/199 was that “effective protection
requires communication and cooperation nationally and internationally among all
stakeholders and that national efforts should be supported by effective, substantive
international and regional cooperation among stakeholders.” 58 In keeping with its
mandate, the United Nations was active in discussing the resolutions not only with states
but also with a wide range of private sector corporations as well as domestic and
international civil society organizations.
The effect of these resolutions has been to create a policy umbrella under which
regional and state responses to the securitization of cyberspace can emerge. This effect
highlights the crucial importance of the international aspect to intermestic cyber policies
and programs; namely the need to not only work transnationally to mitigate the threat
level posed by cyber insecurities (especially in terms of capacity building and knowledge
exchange) but also to use transnational policy regimes to shape the development of
member states domestic policies. For cyber threats it can be argued that effective
securitization not only lies in the deployment of effective resources to alleviate the threat
but also requires states to ensure that their legislative responses are harmonized with
other states. Indeed, when examining the securitization of threats at the intermestic level,
12
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this process of conformity could represent a third stage of the process. Without such
harmonization it would be difficult to ensure transnational cooperation in a correct
assessment of a cyber threat, in the resolution of the cyber threat, and in the punishment
of those responsible for launching the threat.
Harmonization does not, however, only come from above. Other, sub-global,
organizations or institutions can also provide effective leadership in addressing the
multitude of threats that may emanate from cyberspace. The work of the European
Union in this area is one such example.
At a similar point in time to the United Nations, the European Union began to
formally consider the destabilising impact cyber threats could have on its member states,
their markets and societies. In 1997 an expert committee on crime in cyberspace was
established by the Council of Ministers “to prepare a ‘legally binding instrument’, which
in Council of Europe terms, means an international treaty.” 59 Prior to this the Council of
Europe (CoE) had been considering the effects of cyber security, particularly criminal
offences. These earlier efforts were kick-started in 1989 when the European Committee
on Crime Problems issued a report recommending member states develop criminal
legislation in respect to certain actions undertaken via a computer network (for example,
hacking). 60 This was followed up in 1995, when the CoE issued a report that further
reviewed the progress by member states in developing criminal law connected with
information technology. 61 The conclusion of the background study to the report noted
that implementation of the recommended legislation by members states had been
haphazard, with some members not implementing anything and other only implementing
certain aspects. It was the threat perceived to flow from cyberspace as well as from the
uneven and incomplete legislative development that triggered the formation of the expert
committee to prepare binding legislation at the European – as opposed to national – level.
The end result, the 2001 European Convention on Cyber-Crime (also referred to
as the Budapest Convention), is considered a landmark treaty addressing cyber security
matters at the domestic and regional level. Moreover, the inclusion of Canada, Japan,
South Africa and the United States in the drafting process meant that the Convention has
a reach beyond the boundaries of Europe. From an intermestic perspective the key
section of the Convention is that which deals with harmonization of legislation and the
transnational reach of law and order officials in pursuing cyber crimes across borders. As
Csonka noted, although the harmonization aspect did cause some concern with the
European states and the four drafting partners, the Convention still gained sufficient
support to enter into force within 18 months. 62
By mid 2004, the signatories to the Convention had expanded to 37 states. 63 In
terms of transnational cooperation, the Convention requires ratifying states to provide the
broadest cooperation possible. The Convention also goes further than the CERT idea,
with ratifying states committed to providing national contact points for cyber offences
“24/7”; in other words, 24 hours a day, 7 days a week. The 24/7 network personnel –
based on pre-existing (but more limited) G8 network – not only provides technical
assistance but may also directly participate in the investigation, albeit within the limits of
the Convention. 64 In creating this binding instrument the CoE and the drafting partners
all sought the inclusion of the private sector as well as civil society organizations. While
several groups had reservations regarding privacy and individual freedom issues, the
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Convention’s rapid adoption – in a political region where civil rights are considered
paramount – is also a signal of widespread acceptance.
Indeed, so widespread has the convention been accepted that what began as a
regional initiative is now becoming a global standard, both for cooperation as well as best
practice. In April 2007, for example, the Council of Europe (CoE) presented the
Convention to a joint APEC/ASEAN meeting on cybercrime, which led to cooperation
between the CoE and the Philippines as well as a later request for accession from that
state. 65 Indonesia has also begun to review and revise its cybercrime legislation since the
April meeting. 66 In November 2007, the CoE made a similar presentation in the Gulf,
which led to the Cairo Declaration Against Cybercrime being promulgated, informationsharing between the Gulf States and the CoE as well as new legislated initiatives against
cybercrime being made in that region. 67
Thus, at the international level, the United Nations and the European Union both
provide examples of transnational policy responses that seek political solutions to
perceived security challenges. While the speech acts securitizing the threats from
cyberspace may be present, what has taken place so far does not seem representative of
emergency modes of governance; rather collections of states – with inputs from the
business sector and civil society – have deliberated over an extended period of time to
address current and future cyber threats. The question that then arises is what has been
the impact of these transnational policy responses? How have states – especially in East
Asia – applied the lessons gained from their attempts to secure cyberspace, and what
have been the outcomes?
Intermestic Approaches to Combating Cyber Insecurities: Lessons Learned
Because everything from banks to phone systems to air traffic control to
our military relies so heavily on networked computers, few individuals
and institutions are impervious to this new and threatening criminal
activity [transnational and domestic cyber threats]. 68

Regardless of the securitizing actor the state occupies the central role in
mobilising and/or coordinating responses to the threat. The role played by the state in
responding to cyber threats is therefore central in alleviating insecurities. When such
threats emerge and are contained within the jurisdiction of a single territory, then the state
undertakes its traditional role in safeguarding the wellbeing of its citizens – either within
civil society or within the activities of its local markets. However, threats from
cyberspace are crossing multiple national jurisdictions with increasing frequency. This
places a new burden on the state; one that the Westphalian system leaves it ill-equipped
to shoulder. 69
To address cyber threats in a comprehensive manner states must cooperate with
other states to achieve mutually beneficial outcomes. This requires a diminishment of
sovereignty as states need to collaboration in the development of similar legislative tools.
Such collaboration implies a degree of policy constraint that goes against the Westphalian
ideal of absolute state sovereignty. Below the meta-level of the state, different aspects of
the bureaucracy also need to work together with their counterparts in other jurisdictions
to achieve success in the prevention and alleviation of cyber insecurities. Nonetheless,
given the threats that can cross over from cyberspace to the real world or that can take
14
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challenge real-world interests in their conterminous cyber territories, to adequately secure
cyberspace will require a degree of sovereign sacrifice. It is worth noting that the
European Convention on Cyber-Crime represents the most advanced form of sacrifice in
this sector, but even in developing that Convention participating states chose not to
include a provision allowing for cross-border searches because of sovereignty concerns. 70
Thus, even the most advanced legal instrument for the intermestic alleviation of cyber
insecurities faces sovereign limitations.
However, the actions of the state – even in terms of mobilising and/or
coordinating responses to cyber insecurities – may prove insufficient when dealing with
threats that do not engage with state interests in real-time. What is required to overcome
this deficiency is a higher degree of collaboration between the public sector and the
private sector. As Ortis and Evans note, “The state-firm relationship is perhaps the most
important dyad for the overall growth and development of the Internet in the Asia-Pacific
region.” 71 The challenge in developing this partnership to secure cyberspace is to
enhance overall cyber security without threatening the security of individuals or groups
who use the web for legitimate purposes. One example of a successful public-private
initiative to secure cyberspace can be seen in the United States National Infrastructure
Protection Centre “in the coordination of training for cyber investigations and
infrastructure protection in government and the private sector.” 72
Generally such partnerships are seen in domestic settings, but as globalisation and
regionalisation, have become dominant forces in geo-politics, multinational corporations
have expanded this partnership to include extra-national relationships with other
governments. This is another aspect of the intermestic model often overlooked. One
example of this was seen in March 2004 when four US-based companies – America
Online, Earthlink, Microsoft and Yahoo – filed joint lawsuits against over 100 potential
spam operators, whose operations were not limited to the United States. 73 Conversely,
national governments are also targeting the operations of those companies whose
activities on foreign ISPs contravene state legislation. 74 These actions have, in turn,
prompted governments in Asia to consider how best to protect their cyber systems. These
examples also highlight the duality of internet users. Inasmuch as companies can work
together with governments to secure computer systems from such intrusions, they can
also be responsible for generating the problem in the first place. Hence, corporations can
be both mitigators of threats as well as their genesis. The same rule also applies for
states, civil society and individuals; within a state as well as transnationally.
Beyond the public and private sector it is also important to consider the role of
civil society – organizations as well as individuals. The involvement of civil society is
essential to secure cyberspace. However, this is far more common in pluralist societies
than in the more illiberal polities that characterize the East Asia region. This is a
shortcoming within the ASEAN region that is only partly alleviated by the activities of
APEC. Yet, as the European Convention on Cyber-Crime demonstrated, the inclusion of
experts in the drafting process and the critical feedback provided by civil society
organizations strengthened the final result. It should also be borne in mind that the
individuals and groups that propagate viruses are also part of civil society. Thus, the
inclusion of civil society representatives is not only a key element in the positive sense of
securing cyberspace but they also play a key role in generating cyber insecurities as well.
As such, strategies to improve cyber security need to take into account the nature of civil
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society and seek to incorporate the beneficial aspects without harming individual liberties
or providing new avenues for insecurity.
Conclusion
Cyberspace is the critical medium through which most of the world operates. As
technologies improve the utilisation of cyberspace is only likely to increase. However,
this usage is not without cost. Increased connectivity has meant an increased openness to
a new generation of threats hitherto unexperienced by states or their attendant markets
and societies. These threats have only increased in magnitude as the web has expanded.
These new threats require new types of responses; ones that can be enacted in both the
real and virtual worlds. Meeting the challenge of ensuring cyber security across domains
can therefore be seen as one of the most important issues facing the global community.
From the examination of the securitization model – both in general and against
the case study of cyber security – it can be said that the model has a number of significant
limitations. First, the notion that the speech act by a securitizing actor to a target audience
represents ipso facto an act of securitization is too limited. If the model is not expanded
to include the policy response and the deployment of resources, then it is not possible to
state when a particular speech act is representative of a first stage of securitization or a
particularly effective rhetorical work. Second, from the case study of cyber security, it is
not possible to remain within the polity-limited framework propounded by the
Copenhagen School. It is essential that a transnational or intermestic analytical layer be
mapped over the polity-centric notions of Buzan and Wæver. Third, when states address
the challenges presented by cyber threats it is necessary for them to take into account the
actions of other states as well as organizations operating in the international arena. In
doing so, in taking into account what has been done successfully before by others, and in
developing responses to new or existing cyber insecurities, it is optimum for states to
therefore harmonize their endeavours with other states or organizations. Such policy
harmonization may, in the case of cyber threats, represent a hitherto unexplored third
stage of the securitization process.
In considering how best to these transnational threats states, as the main
organisational unit in formulating a securitization response, need to consider what
emphasis the policy approach should have – is a regional approach suitable or is a global
response better situated for meeting their needs. The link between the domestic realm
and the global arena is that of a vertical relationship, with the state choosing to participate
in international organizations to further its own needs. However, as has been seen in
other sectors (for example, the problems over economic cooperation in the WTO and
GATT) the international level may not be the best place for the development of collective
responses to individual states’ needs. Within the international arena there are simply too
many states, with too great a capacity gap, to allow for the swift resolution of a particular
problem. The rapidity of change in cyberspace – and the attendant emergence of webbased threats against states, markets, societies and individuals – requires prompt action
by securitizing actors if the essential medium through which most of the world’s
population now communicates is to be preserved.
What is needed is a supporting horizontal structure where states at similar levels
of development, with similar needs can work together in enhancing their cyber security.
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It is suggested that the creation of regional levels of governance has created a
collaborative space whereby such horizontal activities can take place. In intermestic
terms, regional programs to secure cyberspace are located at the nexus between the
international and the domestic. These programs therefore allow states to develop
transnational responses to cyber threats with mutual confidence in their other partners
based on their similarities rather than differences. In the East Asian region, this
confidence has been enhanced by the presence of regional organizations such as ASEAN,
ASEAN+3, and APEC. Thus, even as problems arise in the formation of common
responses to cyber threats, the other regional processes provide sufficient momentum to
keep the overall response to cyber insecurities moving forward.
While this analysis may lead to the conclusion that a regional-level response
(when available) to cyber security threats is the optimum choice for East Asian states, the
critical role played by the United Nations and other international bodies (such as the
European Union) needs to also be considered. Indeed, as shown in the regional and
international response sections, transnational organizations can act as an additional
securitizing (or, at least, politicizing) force in the absence of state activity. The challenge
of the securitizing actor is two-fold. First, it must find and adopt an appropriate balance
between regional and international approaches. Second, where the state is a member of a
regional organisation, it needs to ensure that regional approaches and international norms
do not diverge but instead develop in parallel. Thus, while issues of shared cultures,
histories and geography may play a key role in further regional-level development of
cyber security policies, the commonalities should never become the basis for differences
with wider international efforts. If that were to happen the security of cyberspace would
be seriously compromised, to the detriment of all who use it.
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