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OUR MISSION & VISION

Creating And Sustaining A Safer Cyberspace To Promote
National Sustainability, Social Well-being And Wealth
Creation

To Be A Globally Recognised National Cyber Security
Reference And Specialist Centre by 2020
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OUR SERVICES

Cyber Security Emergency Services

|

: |

l Malaysian Computer Emergency Digital Forensics I

l Response |
L

| Information Security Training & Outreach Services |

I . .. . |
I Professional Training Public Outreach |

r--r-r—-——>-~"~"=—“" "~ "~~~ . |
| Information Security Quality Management Services .
|
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Strategic Policy & Cyber Media Research Services

|
| I
| . . . . . .
: Strategic Policy & Policy Implementation & Cyber Media Analysis \
: Legal Research Compliance Monitoring :
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THREAT CATERGORIES

Cyber War - Warfare in cyberspace. This includes attacks against a nation's
state and forcing critical communications channels and information
systems infrastructure and assets to fail or destroy.

Cyber Terrorism - The use of cyberspace to commit terrorist acts. An
example might be hacking into a computer system to cause a financial
systems to go hay wire, a nuclear power plant to melt down, a dam to
open, or two airplanes to collide.

Cyber Crime - Crime in cyberspace. This includes much of what we have
already experienced: extortion, intrusion of privacy, Denial of Service
attacks, identity theft, fraud, offensive and seditious content, illegal
iInvestments and quick rich scheme, etc.

Copyright © 2008 CyberSecurity Malaysia Slide no: 7



CYBER INCIDENTS IN MALAYSIA
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CYBER CONTENT-RELATED THREATS S

- : — Gdums " ; O REL™) Vo EEEG
6 @ @ @ hitp:/ivwew.shilesjack.com/ ,
Wadnasday, June 30ih 2007
s -~ - I onir b

 wsiagentinel

LOG | Mext Blog=

A Civil War In Malaysia

Malaysia Sucks, they stole my money. It is a Terrorist State. The useless BUMI Muslims an
country into chaos and civil war.
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Offensive Valaysia Sedltlon / Defamatlon
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COMPUTER SECURITY INCIDENTS

Type of Security Incidents 2007 Security Incidents Reported to

CyberSecurity Malaysia

'. Gain Access No of Incidents

1500

1372
@ Data Manipulation

. Obtain Info
-

1000

912 915

5001

Gain Denial of  Data Obtain Bypase  Gain  File

Access Service Manip. Info Security Priw  Manip.
F1E% 134% 11.2% 53% ©.0% 5% 11%

1997 1995 1999 2000 2001 2002 2003 2004 2005 2006 2007

Source : Cyber Attacks on the Rise : IBM 2007 Midyear Report,
August 2007
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BOTNET COMMAND & CONTROL MALAYSIA
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INCIDENT:
CYBER WAR AGAINST A NATION

Cyber Attack on Estonia

* Occurred in May 2007

» Estonia was under cyber attacks
for 3 weeks

» Attack targeted government,
banking, media and police websites

» Paralyzed internet communication

o Attacks from 128 sources outside
Estonia

* US and European countries aided
Estonia in overcoming the cyber
attacks

Impact:

Huge economic losses incurred as online based transactions were
disrupted
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CYBER ESPIONAGE MALAYSIA

Britain. - -
Jerman

Perancis
Amerika Syarikat

Cyber Espionage

Targeted countries:

* USA (June 2007)
German (Aug 2007)
Britain (Sept 2007)
France (Sept 2007)

New Zealand (Sept 2007)
Australia (Sept 2007)

I ]
Australia

MNew Zealand

Impact : Lost of critical and sensitive information

Securing Our Cyberspace
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WHAT IS SCADA? A NE

Supervisory Control and Data Acquisition (SCADA)

SCADA systems are used for remote monitoring and control in the
delivery of essential services/products such as electricity, oil
and natural gas, water, waste treatment, chemical processing

and transportation.

This makes SCADA systems an integral part of
a nation’s critical infrastructure.




ATTACKS : ||I:l__1l39r":9curir:__1"
INDUSTRIAL CONTROL SYSTEMS

Industrial Security Incident
Database suggested that
the Energy sector is a
common target for control
system attacks.

Transportation
16%

Power & Utilities
19%

Chemical
14%

T e WO

Source: Industrial Security Incident Database (Byres 2005)

Securing Our Cyberspace
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SCADA SECURITY ISSUES: |CuberSecuriry
CURRENT

Wide Interconnected Network - the interconnection of SCADA
systems to corporate networks, rely on common operating
platforms, and expose SCADA systems to Internet vulnerabilities.

Legacy Systems - The majority of SCADA systems have useful
lifetimes ranging from 15 to 30 years - the underlying protocols
were designed without modern security requirements in mind. -
change in SCADA network architecture, may introduce new
vulnerabilities to legacy systems.

Interdependencies — The high degree of interdependency among our
critical infrastructure sectors means failures in one sector can
propagate into others.

Securing Our Cyberspace
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HATE SPEECH/SEDITIOUS CONTENT

This involves the sending of hate
messages, attacking and threatening
people based on race, religion, gender,
etc.

Offences in this category may include:

Posting seditious content
Posting defamatory content

Securing Our Cyberspace
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HATE SPEECH/SEDITIOUS CONTENT

This article accused Malaysia as
a Terrorist State.

“Malaysia is a Terrorist State;
this is due to only one fact:
ISLAM. Islam is becoming a
continued radical influence
throughout the country.
The BUMI Malays, which are
Muslim, have all the rights and
hold the other races such as the
Chinese, Indian, Eurasian, Orang
Asli, and other Indigenous
People hostage”.

Securing Our Cyberspace

Ge 0 O @ @ htpwww.shilesjack com/

(] @ W Yahoo

26 QE6-

Malaysia

Malaysia Sucks, they stole my money. Itis a Terrorist State. The useless BUMI Muslims and their radical Islamic nonsense is about to plunge the

country into chaos and civil war.

When The Civil War Starts

Malaysia's Fature.

LINKS

READTHS - BLOG Rues
Who's The Blog Creator
Encantomans Daily Jokes
Anerici m, A Blog

Blog Archive

YOk i)

About Me

ACVIL WAR IN MALAYSIA
Melaysi stole my money and they mustpay for it. vl not be
silenced. | will not go away,

Friday, Decemker 29, 2006
ACivil War In Malaysia

Malaysfa is a Temorist Stzte; this & due to only one facz: ISLAM

s is becoming a continued radizal influence throughout the country.

The BUMI Malays, wnich are Muslim, Fave al the rights anc hold the other races such 3s the Chinese, Indian, Eurasian, Orang Asli, and
other Indigenous Peaplz hastage.

The idicts who make u controlof the gavemment under the political cover of LMNO 's cominzted by Islamic (BLMI Mustims).

This contrel has twurned a peaceful country into a powder keg waiting to explede.

The mirority races, combned i strergth make up about 45% of the total populaticn.

They are fed up with Islam, Mustins, anc the bullshit that goes with it.

ACivil War is brewig, it's coming, and when it does the Mustims will be eradicated for the vermin they are. The survivrs if ary will be
shipped back ©o Indonesia where they belong.

This BLOG is intendad for ony cne purpose ...

What is your apinion o the aurrent siuation in Malaysia?

Do you thirk it is a Racist Soziety with the EUMI Musims gettng allthe benefits and rewards?
‘And, most importantly do you think a Civil War is forthcoming?

BLOG RULES: No Bad Language; No Threats of any kind; No Advertisements; No URL Links; Respect othars, Please keep comments short
and to the point (NO long ramblings or repostirgs) - These will be remeved by the Blog Admnistrator.

—

Posted by A CVILWAR INMALAYSIA 2 7:02

Substribe to: 20sts [Abom)
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IMMEDIATE CHALLENGES MALAYSIA

T—- Rootkit attacks

on e ise a High-tech crimes on
o the rise

1. Cyberspace crimeis ontherise

Cyberspace must be part ¢
of everyone’s life, says PM = [

2. Hard to prosecute due to borderless
nature of the internet

3. Timeis always against the enforcer

B = 4. A need to share cross border evidence
SR mﬂMomhansuoommpm.m both in digital & physical form speedily

(eng ceroboh sistem e
nternet bank tumpas ===

13 Jla ermask perniut 1T universi tempacan dighan

5. Aneedtoimprove information sharing
mechanisms and processes at both
national and international level

FIRST BYTE
Getting ready for cyber-terrorism

Securing Our Cyberspace
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CuberSecuritull
CHALLENGES jcuberSecurity

SECURITY CHALLENGES

Political attack
Incitement
Cyber attacks on defence and economic system

Theft and espionage of vital

government/corporate information

ECONOMIC CHALLENGES

Securing Our Cyberspace
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IMPLICATIONS TO THE NATION cunty|

«Jeopardising the country’s reputation and provocation of
racial sentiment

eInformation InSecurity

Chasing away the local and foreign investors

Creating the negative perception about a nation-state to the
rest of the world

Jurisdictional and cultural differences are difficult to be
resolved in the cyberspace. The existence of institutions and
processes to resolve dispute are still “immature”

Securing Our Cyberspace
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INTERNATIONAL COLLABORATION TO MINIMISE
BORDERLESS THREATS

q.::__ Forum of Incident III

JE> 8 Response Security Team

P ——— (FIRST) 5 European
Government CSIRTs
RS g

T i ! Group (EGC)

r&\‘*‘% 3 . . R rb el
[ 1 ! Asia Pacific CERT

(APCERT)

Organization of
American States
(OAS) CERT

European Network and
Information Security
Agency (ENISA)
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NCSP VISION MALAYSIA

Infrastructure shall be secure, resilient and self-
reliant. Infused with a culture of security it will
promote stability, social well being and wea

creation”

Securing Our Cyberspace
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NCSP FRAMEWORK R A

‘Malaysia’s Critical National Information
VlSlON _< In_frastructure Wi|! be secure, resilient _and_self_-
reliant. Infused with a culture of security, it will
promote stability, social well being and wealth

creation’
N A | A | A | ~

Y

THRUSTS <

Effective Governance
Legislative & Regulatory
Framework
Framework
Culture of Security and
Capacity Building
Research & Development
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Enforcement
Readiness
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Cyber Security Technology
Cyber Security Emergency
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INTER-NATION CYBER WARGAME (2007)

Date : July 16, 2007

Participants:

O Singapore - SingCERT (coordinator)
+ NUSCERT + SAFCERT CNCERTICC
Malaysia - MyCERT ’ i e (f 7 TWNCERT
Brunei - BruCERT |
Thailand - ThaiCERT
Vietnam - VNCERT
Myanmar - mmCERT
China - CNCERT/CC (ASEAN dialogue partner)
India - CERT-IN (ASEAN dialogue partner) /
Korea - KRCERT/CC (ASEAN dialogue partner)
Japan - JPCERT/CC (ASEAN dialogue partner)
Norway - NorCERT (representative from Europe)

:
S KrCERT/CC . ypCERTHW

[ Iy Iy Iy Iy By Iy
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CYBER EMERGENCY RESPONSE SERVICES

’  National Cyber Early Warning
— Write/distribute security bulletins, alerts, advisories on a

newly discovered malware or vulnerability on the net
— Alert the constituency on recently discovered malicious

activities on the net
— Vulnerability assessment

4

« Technical Coordination Centre
— Coordinate/handle security incidents received from other
CERTSs/ISPs/Institutions from worldwide
— Facilitate interaction/cooperation with Law Enforcement
Agencies

Securing Our Cyberspace
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COMMON CRITERIA RECOGNITION
AGREEMENT MEMBERSHIP

Common Criteria Recognition Agreement (CCRA) is an international recognition for Common
Criteria Standards

*Malaysia became a member in March 2007
*Promote & Create recognition of Malaysia’s ICT Products to CCRA members

Authorising Participants/ﬁ

AUSTRALIA

CANADA FRANCE

GERMAN
“®° JAPAN
®* & | SWEDEN
NORWAY  NEW ZEALAND NETHERLANDS KOREA ™ ASGf Sept 2007
: .. ceptance ZT5
Consumlng PartICIpantS _ w 4™ Common Criteria (‘T‘!H
._._ e gy

AUSTRIA  DENMARK GREECE ISRAEL

INDIA ITALY

CZECH FINLAND HUNGARY SINGAPORE TURKEY

REPUBLIC
Securing Our Cyberspace
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BENEFITS - COMMON CRITERIA CERTIFICATION

4> Common Criteria Local boost in security products
evaluation and certification.

CC Certified Products

Build consumer’s confidence

e 1 8% Windows Server towards local security
Cl SIC O MS Wind_o_ws Server 2003 prOd UCtS
PIX/Firewall Certificate Server
"EALZ] EAL4]
Spur local ICT industry to
solaris McAfee’ penetrate the growing global
Solaris™ 10 McAfee VirusScan security solutions market.
Release 11/06 Enterprise v8.5i
CEALL] ALz

Check Point VPN-1/FireWall-1

Www.commoncriteriaportal.org

Securing Our Cyberspace
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WAR DRIVING PROJECTS

Wireless LAN Discovery
Method

To detect vulnerability on
wireless LAN i.e open
access points

Beacon Frame

A ker/Audi
ttacker/Auditor (SSID)

(monitor mode)

Collects wireless information through
listening to the beacons frame

Securing Our Cyberspace
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INFORMATION SECURITY MANAGEMENT GOLD

STANDARD
Conduct “Holistic management process that
Preliminary . - .
Study Perform identifies potential threats to an
Establ| Improvement organization and the impacts to business
stablish Roles _ _ i
operations those threats, if realized,
/ Conduct Internal  might cause, and which provides a
Scoping of \ framework for building organizational
ISM$ ensure resilience with the capability for an
\ Effectiveness effective response”
/w Source: BS 25999-1
Develop ISMS
Policy

~~__ ___—Select & Implement

Controls

Conduct Awareness
Workshops Perform Risk

Assessment

business continuity management
BS 25999-2 Specification
MS 1970:2007 Business

ISO/IEC 27000 SERIES ON ISMS iii"i‘ “I“ “iliiiiil'

Securing Our Cyberspace
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CONCLUSION

Cyber world offers great opportunity but the emergence of cyber
threats brought together a number of repercussions that should not
be taken for granted. Hence it is important to address these threats in
a comprehensive manner. These include:

Q
Q

To have an integrated policy framework
To enhance the use of technology to fight the threats

To inculcate a culture of security through continuous training
and awareness programmes

Strategic collaboration between the public-private community
are essential in order to enhance the security of the Malaysia’s
cyber space
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Horme = About Us = Contact Information

Postal Address ) )
CyberSecunty Malaysia (formerly known as NISER),

Level 7, SAPURA @ MINES,

7, Jalan Tasik, The Mines Resort City,
43300 Seri Kembangan,

Selangor Darul Ehsan,

Malaysia.

Office Hours : Mon- Fri08:30 - 17:30 MYT
{(Mote: Not operational every Saturday and Sunday)

Phone : +603 - 8992 6538
Fax : +B603 - 8945 3250
Email : info [at] cybersecurity.org.my
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